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Abstract: The traditional internet low bit rate codec (iLBC) based speech steganography mainly focuses on a single
stage of the linear spectrum frequency coefficient vector quantization, the codebook search vector quantization, or the gain
quantization, which is difficult to deal with the multi-stage joint steganalysis. To this end, an iLBC speech steganalysis algo-
rithm based on the multi-feature fusion and the bi-directional long short-term memory (BiLSTM) network is proposed. Spe-
cifically, the impact of steganography on iLBC parameters is first analyzed in the linear spectrum frequency coefficient vec-
tor quantization process, the dynamic codebook search process, and the gain quantization process. Then, multiple stegano-
graphic features in the above three stages are extracted and input to three different detection models based on BiLSTM, re-
spectively. Finally, a fusion strategy is presented to merge the detection results of each model. Experimental results show
that the proposed algorithm can achieve multi-stage joint steganalysis and good detection results with an average detection
accuracy of more than 90%, even if the speech duration is short.
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BiLSTM1 | BiLSTM2 Flatten Dense

LSF-BiL- | ffi A | 6, n, batch | 12, n, batch | 12, n, batch | 12xnxbatch
STM | %t | 12, n, batch | 12, n, batch | 12xnXbatch 1

CB-BiL- | fii A | 15, n, batch | 30, n, batch | 30, n, batch | 30xnxbatch
STM | il | 30, n, batch | 30, 7, batch | 30xnxbatch 1

GQ-BiL- | fii A | 15, n, batch | 30, n, batch | 30, n, batch | 30xnxbatch
STM | it | 30, n, batch | 30, n, batch | 30xnxbatch 1

1 GQ-BILSTM #3245 3| — MGl 25 21 | ik L6245 1 m] fiE
FAAEAR—Z. HXT B S RMRE,  Z 0 i i A
TR S AR B T LUTS XA ) 7 A A T o0 245
MEE R TR A BARRA I

(1) 2R =R A0 ) 205 08 A 7R A DN 5 A3 A
AFOREAMEE S, MELS FIELR 07, Fn It
WREABA RS .

(2) Q2RAT —A> el — A DAL R 28 4055 1t 3 3t
PR A AL (5 B, DU RS P S 45 28 D 17 B 0t
FEABRS .

4 ZWHERSHW

R T B8R AR SCHE (R Bk MFSNet) B9 A R K
MFSNet 5 SRCNet'”' | SpecResNet™ | FCEM"™' | G-
LSTM"' PUFf C A7 B 5 400 7 i b AT 30 L, % et 2 Fh
Wa5 75 1 (FCBM™, QIMC , GQS™ AT HS™ ) 7E A [ B A<

R RIAS [ A S5 Do ARG
4.1 HIEEMSEEE

W3 8 b SR B ST A 4R R U T hups://
github. com/fjxmlzn/RNN-SM , #245#% 2015 /2 8 kHz KA |
16 bit &AL Y bR i PCMAF 5 . R T X HL i 7840 1 6
ILBC AS[R] i (30 ms F120 ms) B 1A 75 FL S5

BRIOR RIS ASFEIEFD ) SRR 4 10 000 2%,
ABRE M  ET R R B S IR E B S sk
YRk, - WA 1 SE R 10%~100% AS[R) ik AR B S
8 000 ZRHIH A, FF IR AR 19 8 000 A5 JFIAHEAS I 2k
FHARATRIY . FRIARIA 2 000 SR (1 IR RIS,
I ERAFEN 10%.20% 40% 60% .80% . 100% [F1E
FEAES 2 000 46 E A AR AR . Fira Xof Ly
ARSI T Python 445 , JF7E Intel(R) Core(TM) i5-
8500 CPU @ 2x3.00 GHz, RAM 16.0 GB.Windows 10 #:4
ZHHI A PC_ TR, batch-size R/ ER 32.

AR RFWISE PR A R 2 (5 B LU RRECR Ao m]
A SRR LU . B H RO T i AR R A
B2 (5 B/ Sl et ARG 2 AR B S X A
RIS R B S Mgt — MR R BRK
4.2 AR TRES/NBRXTEE

FCEM ,SRCNet , G-LSTM , SpecResNet 1 MFSNet [
G T A5 7E 30 ms 1 H SCREAS |56 4% 2B 5 BE A MO
[ B 6 B P B 5 43 BT S 560, A6 T 285 SR n 3 2 s

R2 ARSI 30 ms WIHY P SCIE F AR LRI

(SEEpIES B Sy Hrde 0.1s 03s 0.5s 0.7s Is
FCEM 1 0.972 1 0.997 1
SRCNet 0.024 0.354 0 0 0.009
QIMC G-LSTM 0.588 0.547 0.57 0.628 0.595
SpecResNet 0.456 0.574 0.606 0.572 0.623
MSFNet 0.948 0.948 0.959 0.988 0.959
FCEM 0.153 0.17 0.002 0.021 0.051
SRCNet 0.995 0.942 1 1 0.999
FCB G-LSTM 0.278 0.505 0.004 0.001 0.008
SpecResNet 0.488 0.568 0.636 0.565 0.654
MSFNet 0.992 1 1 1 0.997
FCEM 0.153 0.17 0.002 0.021 0.051
SRCNet 0.033 0.376 0.002 0 0.003
GQS G-LSTM 0.814 0.826 0.817 0914 0.944
SpecResNet 0.48 0.584 0.617 0.567 0.633
MSFNet 0.845 0.938 0.995 0.995 0.998
FCEM 0.153 0.17 0.002 0.021 0.051
SRCNet 0.996 0.938 1 1 1
HS G-LSTM 0.618 0.513 0.79 0.83 0.869
SpecResNet 0.526 0.577 0.607 0.586 0.677
MSFNet 0.996 1 1 1 1
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AT LA, FCEM S 3 Hr s 78 QIMC [R5 B K
0.1 s B b A 7B 240 AT LLIA 3 100% , i HLBE
B B30 — BLORFEER R R R (AR R B S
AR S REAR I, B R R s LB A E 51%, H.
Wit 25 I B 389 K A8 AR AR /)N . SRCNet Fa 5 40 BT 2% S AR TE
FCB T HS J7 B 5 A RIS REAS A R AR TE 93%
DL AR TE A RS Oy ik BRI AR IG, LR 25 i
KB4 A8 AR /N, SRCNet X HS 77 B 1 I A 45 15
I, 3 J2 PR A HS Ty 70 W i IS 2 5% i i AR 48 R By
B R B E 5] . G-LSTM B 5 /i 4 7 GQS Fa B FEA I
Bifi 5 HSF < B4 258 v 6 R 81.4% 12 i T+ & 94.4% , 1E
HS B5 I REA I B B B Rt R B B LT

MR AR AR RERE A I 0 T i
I % . SpecResNet YA il 5 [ 77 B 4 A0 38 K 22 18 314
I ABAE A BRI E REAS A ZR A & T 70%. AL
MFSNet 1£4% 25t G HEA b L-F#PREIL 2 90% L L 1)
yoRlIURY i S Iy NES s A ] R =R IR N R R Y
SN wSANIF =N
4.3 BEREFREKRNNERE

T I 25 3 A5, % B o Y R R TR R
W . N T RIS B 42 Y MFSNet B9 A7 2L 1E |, 7E
0.1 s Wi & T, K3 2R 6 504 1 TR
B 5 g A Bk AE AN (] i R AN [ i A3 9 4G
g5

R3O0 51430 ms MBI SIEF A LR IZE

AR
RE S | REE

0.1 0.2 0.4 0.6 0.8 1

QIMC 0.998 1 1 1 1 1
FCB 0.153 0.153 0.153 0.153 0.153 0.153
FCEM GQS 0.153 0.153 0.153 0.153 0.153 0.153
HS 0.153 0.153 0.153 0.153 0.153 0.153
T {E 0.364 0.365 0.365 0.365 0.365 0.365
QIMC 0.034 0.029 0.024 0.036 0.032 0.024
FCB 0.932 0.958 0.993 0.992 0.994 0.995
SRCNet GQS 0.03 0.03 0.031 0.032 0.027 0.033
HS 0.023 0.027 0.027 0.027 0.052 0.996
FHIE 0.255 0.261 0.269 0.272 0.276 0.512
QIMC 0.553 0.54 0.542 0.589 0.577 0.588
FCB 0.167 0.219 0.237 0.231 0.264 0.278
G-LSTM GQS 0.5 0.541 0.541 0.771 0.802 0.814
HS 0.5 0.561 0.669 0.505 0.457 0.618
FHIE 0.43 0.465 0.497 0.524 0.525 0.575
QIMC 0.463 0.451 0.471 0.439 0.477 0.456
FCB 0.469 0.483 0.482 0.482 0.472 0.488
SpecResNet GQS 0.497 0.482 0.491 0.495 0.489 0.48
HS 0.532 0.517 0.535 0.532 0.506 0.526
FHIE 0.424 0.435 0.431 0.453 0.487 0.499
QIMC 0.84 0.955 0.971 0.977 0.962 0.948
FCB 0.966 0.969 0.987 0.993 0.997 0.992
MSFNet GQS 0.646 0.637 0.658 0.804 0.829 0.845
HS 0.615 0.59 0.647 0.748 0.757 0.996
FHE 0.767 0.788 0.816 0.881 0.886 0.945
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R4 7E0.1s4.20 ms WA R SIEFHAR LHRN R
AR
BS54 Hr Fa5 Ty vk
0.1 0.2 0.4 0.6 0.8 1
QIMC 0.959 0.962 0.978 0.998 0.999 1
FCB 0.013 0.013 0.013 0.013 0.013 0.013
FCEM GQS 0.013 0.013 0.013 0.013 0.013 0.013
HS 0.013 0.013 0.013 0.013 0.013 0.013
FHIE 0.25 0.25 0.254 0.259 0.26 0.26
QIMC 0.002 0.003 0.001 0.003 0 0.003
FCB 0.987 0.991 1 1 1 0.999
SRCNet GQS 0.005 0.008 0.004 0.007 0.004 0.009
HS 0.005 0.01 0.008 0.016 0.41 0.988
FHE 0.25 0.253 0.203 0.257 0.354 0.502
QIMC 0.44 0.438 0.442 0.472 0.502 0.462
FCB 0.159 0.078 0.109 0.117 0.133 0.122
G-LSTM GQS 0.416 0.564 0.743 0.854 0.844 0.811
HS 0.51 0.559 0.7 0.682 0.627 0.719
FHIE 0.381 0.41 0.499 0.518 0.527 0.529
QIMC 0.528 0.524 0.531 0.549 0.528 0.531
FCB 0.495 0.525 0.534 0.587 0.617 0.556
SpecResNet GQS 0.487 0.499 0.492 0.52 0.498 0.51
HS 0.485 0.487 0.501 0.518 0.552 0.523
FHIE 0.499 0.509 0.515 0.544 0.549 0.53
QIMC 0.862 0.925 0.948 0.964 0.961 0.967
FCB 0.996 0.996 0.999 0.999 1 1
MSFNet GQS 0.637 0.712 0.794 0.882 0.876 0.872
HS 0.69 0.719 0.837 0.796 0.909 1
F-HMH 0.796 0.838 0.895 091 0.937 0.96

LA Y, FCEM X} QIMC a5 By REAS K6 I S 4R 7E
90% LA I, FLBE i AR 0 3 KA o, (HxFH ey
RS BIREAERIE T 20% ; SRCNet X FCB FaUE HIREAKS:
WRAE 93% LA L, Bl 1 ARG OB, % HS fat
B HA i A A3 100% B A4 AT LA ] 90% LU
LA RN R  G-LSTM X} GQS I HS a5 iy REA
o N 23 it o o A 8 1) 18 R R B I B i K e

X6 A B S T 2k R RE ARG I S5 A58, ELAS B % AR 1)
HARMIHE K . SpecResNet X 0.1 s B & SIUAEEAS (RGN 6 7E
60% LAT, FLBEZ A SR 38 AN 5T (14 3 KA B
. L, X R ICE AR IR 6 T B E R A
AR SC MFSNet X 45 [ 55y 25 359 FLAT 5 g 1) 63 0 45
. Bk UL, MFSNet Fifi & 2t 5 2 (19 38 i, %+ FCB
QIMC.,GQS HS Mk I R Z i #& T+ .t F GQS fa 5 X
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RS FE0.1s4.30 ms MBI IEFHAR LHRN R
A
RS S Hres [EXEIR7S
0.1 0.2 0.4 0.6 0.8 1
QIMC 0.908 0.989 0.998 0.999 0.997 1
FCB 0.003 0.003 0.003 0.003 0.003 0.003
FCEM GQS 0.003 0.003 0.003 0.003 0.003 0.003
HS 0.003 0.003 0.003 0.003 0.003 0.003
FHE 0.227 0.247 0.25 0.25 0.249 0.25
QIMC 0.008 0.013 0.019 0.018 0.014 0.017
FCB 0.959 0.959 0.996 1 0.997 0.999
SRCNet GQS 0.019 0.016 0.021 0.018 0.019 0.018
HS 0.014 0.015 0.018 0.014 0.029 0.996
A {E 0.25 0.251 0.264 0.275 0.265 0.508
QIMC 0.3 0.335 0.371 0.356 0.37 0.417
FCB 0.46 0.61 0.7 0.59 0.68 0.84
G-LSTM GQS 0.449 0.676 0.889 0.897 0.95 0.886
HS 0.295 0.588 0.434 0.416 0.509 0.426
F-HMH 0.376 0.62 0.599 0.565 0.627 0.642
QIMC 0.45 0.509 0.489 0.492 0.546 0.512
FCB 0.418 0.43 0.429 0.47 0.482 0.527
SpecResNet GQS 0.417 0.393 0.407 0.402 0.425 0.444
HS 0.412 0.406 0.4 0.448 0.495 0.512
FHIE 0.424 0.435 0.431 0.453 0.487 0.499
QIMC 0.712 0.963 0.98 0.983 0.971 0.951
FCB 0.946 0.945 0.988 0.988 0.994 0.992
MSFNet GOS 0.522 0.726 0.887 0.905 0.907 0.871
HS 0.396 0.55 0.56 0.583 0.671 0.99
S {H 0.647 0.796 0.854 0.865 0.886 0.951

Bt AR S| Z 18] A AH VS 0 e 55 , HS S 7R 1Y 45
Ao it AL R JZ AT B IS N BS | TELTE JZE N AR
iz PR 7 51 PR L B 5 7 B,k — 25 XA Ay ) 2
TR T M BE 5 0K I B R A, (BT T FCEM
SRCNet ,G-LSTM #1 SpecResNet.

(AR M2, B F FCEM a5 43 i #5 J2 £ %F LSF
FECE AL BB S 42 1 A B S 43 BT 8% X FCBLGQS
FIHS B35 1R A I 2 e ] — M, 1= P i

P ERE TR RS A B AL T LSF R )5, T
TS UM R G A AN 25200 LSF 2280 AL R 5 1{E, Br LA
RO B ARl ARG R R AR A, 0.1 s
TATAE A CRIK F] 100% B, A< SC MFSNet B2t 5 A6
BETE 30 ms WA 55 =57, 20 ms W97 14 275 ot B AT A6 00 L
JETAFTERRS i LA it A 4G s )R 15 F 0.1 ms.
I, MFSNet 53032 HAT 30 1) S, AT DA IR 7E 2R &
B 5 A I B 752K
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F6 FE0.1s1.20 ms WAV IEFHAR LHRN R
AR
BS54 B i B 5 Iy vk

0.1 0.2 0.4 0.6 0.8 1
QIMC 0.982 0.991 0.996 0.998 1 1
FCB 0.005 0.005 0.005 0.005 0.005 0.005
FCEM GQS 0.005 0.005 0.005 0.005 0.005 0.005
HS 0.005 0.005 0.005 0.005 0.005 0.005
FHIE 0.249 0.252 0.287 0.253 0.254 0.254
QIMC 0.001 0 0 0.003 0.002 0.006
FCB 0.99 0.989 0.999 0.998 0.999 1
SRCNet GQS 0.004 0.003 0.005 0.003 0.004 0.004
HS 0.005 0.004 0.007 0.009 0.49 0.997
FHE 0.25 0.249 0.253 0.253 0.374 0.502
QIMC 0.408 0.468 0.489 0.531 0.524 0.518
FCB 0.135 0.122 0.103 0.087 0.099 0.099
G-LSTM GQS 0.446 0.691 0.745 0.809 0.91 0.709
HS 0.569 0.541 0.858 0.793 0.635 0.721
A 0.39 0.308 0.549 0.555 0.542 0.512
QIMC 0.452 0.422 0.51 0.502 0.346 0.356
FCB 0.396 0.41 0.44 0.452 0.449 0.433
SpecResNet GQS 0.392 0.388 0.4 0.376 0.375 0.381
HS 0.386 0.38 0.388 0.389 0.399 0.408
FHIE 0.407 0.4 0.435 0.43 0.392 0.395
QIMC 0.781 0.956 0.962 0.982 0.991 0.996
FCB 0.978 0.98 0.996 0.998 0.997 0.999
MSFNet GQS 0.571 0.706 0.763 0.82 0.889 0.769
HS 0.6 0.603 0.866 0.8 0.863 1
S 0.735 0.811 0.897 0.9 0.935 0.941

5 Zig G E R AFTER I AN Il R . PRt AR ) TAE &

FIXT AT ILBC T B 5 A I 7 v 6T 22 [ B e 55 e
DAk ) B ARUAG 0 235 S5 %) [ 0, AR SCHRE T — R T £
FEAE A AN BILSTM A4 iLBC 15 5 B 5 A I 5092 , i 1t
BTN [R] 9 B B 55 X 0 5 () 5 M), R LA B 5 S8 AR A
BT R 0 B 12 N 28 I 2 2 AR A TR 00 4%
BEAYZE ST Rl . X HE S 25 R R B AR SR Y
MFSNet 575 AU 2 B B B 5 HAG e 0 1) Rz i 2%
717 L X A s 3t BB S B ARSI . P MFSNet it
5t e 3k T H Al E A QIM BE 5 ks i £ B
BB R N B 6 T80 patchwork 25 7 AR 19 B

SR A 3E T iLBC - a5 A Jr ik
5% Xk
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